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Today’s Agenda
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Time Topic Speaker

1:00 – 1:20pm Welcome and Networking Mercy Schroeder

1:20pm Cloud Regulatory Compliance Steve Currie, E&Y

2:50pm Break

3:00pm Decoding Permissions of AWS, Azure, GCP Sandy Bird, Sonrai Security

3:45pm Wrap-up Merch Schroeder

4:00pm Social Hour at Atlas Grill (first level)



Cloud Regulatory Compliance

Steve Currie

Steve.Currie@ey.com

612-371-8605



Speaker Bio
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• Steve Currie

• Senior Manager, Cybersecurity Strategy 
and Transformation

• CISSP, CISM, CISA



• Cybersecurity at the Board level

• Understanding the impact of key regulations on cloud environments
• Privacy

• ITAR / export control

• Cloud security reference architecture

• Cloud controls and regulated information

• CSA enablers and support
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Agenda
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A few thoughts from our Board Matters data

“Cloud” is no longer considered an emerging technology

Which emerging technology does your board expect to have the greatest impact on 
the company’s strategy?Q:

4%

11%

19%

19%

23%

23%
Artificial intelligence/machine learning

Internet of Things

Robotic process automation

Blockchain

Other

Virtual/augmented reality

Most of the recent drivers of advancement and growth are technological advances that undermine security. Boards 
need to help companies balance the need to grow and be profitable with securing the business.

Larry Clinton
President and CEO, Internet Security Alliance

“
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A few thoughts from our Board Matters data

What are the components of a cyber-resilient organization?

1

Talent-centric
Built on a foundation that 

makes cybersecurity 
everyone’s responsibility

2
Strategic 
and innovative

Embedded in strategic 
decision-making and 

benefits from and 
adopts ongoing 

innovation

3
Risk-focused

Driven by well-governed 
risk alignment, risk 
awareness and 
risk prioritization

4
Intelligent 
and agile

Situationally aware
and intelligence-driven

cybersecurity function
that enables

timely threat and
response

5

Resilient and 
scalable

Helps minimize the
impact of disruptions
and keeps pace 
with business 
growth

Cloud-
enabled
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A few thoughts from our Board Matters data

Data protection is a top Board-level priority, but there is a disconnect in third 
party priority

As a board member, which of the following do you think is most important to 
enhance the company’s cyber maturity posture?Q:

3%

6%

8%

12%

18%

22%

32%
Enhancing data protection and privacy policies

Continuously educating and testing the workforce on cybersecurity-related matters

Improving cyber threat intelligence gathering

Managing cyber incident responses including crisis preparedness

Determining appropriate cyber metrics and reporting

Overseeing third-party risk

Source: Survey of board participants during EY’s Better Questions for Boards webcast, Cyber: the director’s perspective, 19 April 2018.

Other
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Mobile has already eclipsed desktop usage. Welcome to the 
post-mobile future

• Global mobile phone penetration has now 

reached 63% but in many countries it is much 
higher and mobile has already become the 
default platform. 

• There are now more mobile devices than 
toothbrushes in the world

• On average mobile users check their devices 

150 times per day

• Mobile devices are now not only pocket-sized 
phones, camera & music players but also science 
labs, classrooms, GP surgeries, banks



CONFIDENTIAL  |  ©2019 CSA MN Chapter 10

The Internet of everything has barely begun; we have reached 
only around 1% connectivity

Industrial Internet 4.0
Smart Products

Physical Web (Augmented 

Reality)

Data-Driven Business 

Models

Application/Industry Clouds Smart ServicesTechnology core & analytics core

IoT

Services

People

ThingsAnalytics

Personal & 

Wearables

Connected 

Vehicles

Connected 

Homes

Smart

Factories

Smart

Logistics

Transportation 

Healthcare

Connected 

Lifestyle & 

Consumer

Smart Cities

Utilities

Personal 

Wellness

Self-Driving

Cars 

Car as

Smart Phone

Personal 

Education

Healthcare as a 

Service

Remote 

Surgery

Smart Washing 

Machine/Fridge

Predictive

Logistics

Drones

Smart

Production

Predictive

Maintenance

Mobility

as a Service 

Smart Station

Smart Bus

Smart Grid

Smart

Building
Roads

Lighting

Waste

Management

Location 

Marketing
Lifestyle as 

Experience



Privacy primer

GDPR, CCPA and other acronyms



CONFIDENTIAL  |  ©2019 CSA MN Chapter 12

Enactment of GDPR in the European Union and CCPA in 
California formalized a Data Privacy regulatory framework

► GDPR Regulation went into effect May 25, 2018

► CCPA Regulation goes into effect Jan 1, 2020

► Potential fines for noncompliance: 4% of global annual turnover (~$20m–$250m for a Fortune 100 company)

Data protection 
impact 

assessments 

Data 
protection 

officer

Data subject 
rights

Mandatory 
breach 

notification

Data flow 
maps1 2 3 54

► Mandatory DPO assignment 
to oversee compliance of 
data privacy policies and 
controls

► Responsible for conducting 
regular audits, assessments 
and ensuring data privacy “by 
design” across the company

► Seven individual rights 
given to data subjects 
(customers and 
employees)

► “Explicit consent” 
needs to be gathered

► DPIAs are to be 
conducted regularly to 
assess the risks to the 
rights and freedoms of 
data subjects 

► Risk remediation actions 
need to be driven to 
demonstrate compliance

► Systematic description 
of the envisaged 
processing operations

► Requires you to know 
where each individuals 
data is stored and its 
purpose

► Data subjects impacted by 
a data breach need to be 
informed within 72 hours 
of identifying it

► Definition of a breach is 
broad, e.g., a DDOS attack 
can be classified as an 
“availability” breach
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Overview of the CCPA

On June 28, 2018, the state of California unanimously voted into law the California Consumer Privacy Act (“CCPA”), codified in Assembly Bill

375 (AB 375). The new law gives California consumers more control over their personal information and how it is collected, used, and sold by

companies.

The effective date of the law is January 1, 2020. Companies found out of compliance could be penalized up to $7,500 for each violation after

receiving notice. They will also have a 30-day period to address any non-compliance issues or additional penalties could be imposed. In

addition, the CCPA provides California consumers with a private right of action in connection with a breach of nonencrypted or nonredacted

personal information that results from the failure of a firm to “…maintain reasonable security procedures and practices …”

The CCPA broadly defines personal information as “information that identifies, relates to, describes, is capable of being associated with, or 

could reasonably be linked, directly or indirectly, with a particular consumer or household.”  This includes, among other things, IP addresses, 

biometrics, geolocation data, and browsing search information, and excludes publicly available and de-identified or aggregate information.

Personal Data 

Definition

No more than twice a year, and for no-charge, consumers can request companies disclose to them the personal information they collect, as well as the business 
purposes for collecting it. Separately, companies may also be required to disclose to consumers what information they sell or disclose to third parties, as well as 
information about those third parties.1
Consumers have the right to request that a Company delete their personal information, unless an exception applies (e.g., to detect security incidents, complete a 
business transaction, or comply with a legal, regulatory or contractual obligation).2
Consumers can opt-out of the sale of their personal information, and companies obtain opt-in consent from anyone under 16 years of age (which comes from 
parents or guardians if under the age of 13) by taking specific steps on their websites to make it easy for consumers.3
Companies cannot discriminate against a consumer who has exercised their rights under the CCPA.4

The CCPA highlights the following consumer privacy rights with regards to what covered businesses collect about them:
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CCPA applicability*

The CCPA covers companies doing business in the State of California that satisfy one of the 

following questions: 

Y
e
s

Y
e
s

Y
e
s

CCPA applies

No, my business is less than $25 million in gross revenues.

No

No, my business does NOT annually buy, receive, sell, or share 

personal information for more than 50,000 consumers.
No

CCPA may apply

No, my business derives less than 50 percent of its revenues 

from selling consumers’ personal information.No

Does your business have 

annual gross revenues in 

excess of $25 million (as 

adjusted)?

1

Does your business annually 

buy, receive, sell, or share 

personal information of 50,000 

or more consumers?

2

Does your business derive 50 

percent or more of its revenues 

from selling consumers’ 

personal information?

3

Questions to consider include (but are not limited to):

► Do I have any plans or aspirations to engage in more 

transactions related to personal information in the future?

► Do I plan to expand business in the State of California?

Key CCPA Exceptions

► The CCPA does not restrict the 
ability of companies to collect or sell 
consumer data outside of California

► The CCPA does not apply to the sale 
of personal information to or from a 
consumer reporting agency if that 
information is to be reported in, or 
used to generate, a consumer 
report

► The CCPA does not apply to 
personal information collected, 
processed, sold, or disclosed 
pursuant to the federal Gramm-
Leach-Bliley Act (GLBA) and 
implementing regulations, if it is in 
conflict with that law

► The CCPA does not apply to non-
profit organizations
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CCPA Consumer Rights & Components

Request to Disclose data

No more than twice a year, and for no-charge, consumers can request companies disclose the personal information they collect, as
well as the business purpose for collecting it. Separately, companies may be required to disclose the information they sell or disclose 
to third parties.

Request to Delete data

Consumers have the right to request that an Organization delete their personal information, unless an exception applies, such as to 
detect security incidents, complete a business transaction, or comply with a legal obligation

Notices & Disclosures

The CCPA addresses specific requirements that companies need to inform consumers of these rights and respond to them. 
Additionally, prior to data collection, companies provide notice to consumers in privacy policies about their data practices, including 
how to enforce the rights provided.

Non-Discrimination

Companies are prohibited from discriminating against consumers that have exercised any of their rights under the CCPA. The CCPA 
has identified discrimination as any of the following: denying goods and services, charging different prices, or by providing a different 
level of quality of their goods and services.

Third Party Service Providers

When businesses receive a request from a consumer to collect and/or delete all of their personal information from their records,
the business should assess and validate that third parties that have access to the consumers information do the same.
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Functional areas impacted by the CCPA

Training

Business 

Lines

Data & Analytics
Products & Services

Customer Relationships

PrivacyOperations

Risk Management

Internal Audit

Compliance

CCPA
.
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Several US states have followed suit to establishing Data 
Privacy protections
The following states have proposed draft privacy bills that would impose broad obligations on businesses to provide consumers with 
transparency and control of personal data:

Washington — SB 5376 themes

► Modeled after the GDPR. 

► Enforcement: December 31, 2020

► Consumer rights: right to access, right to rectification, 
right to portability, right to opt-out

► Penalties: $2,500 per violation, $7,500 if intentional 
violation. 

► No private right of action

Utah — HB 57 themes

► The draft bill would require law enforcement to get a 
warrant from a judge to access electronic data. 

New Mexico — SB 176 themes

► Modeled after CCPA, but eliminates duplicative 
obligations. Strict non-discrimination provision. 

► Enforcement: July 1, 2020

► Consumer rights: right to access, right to delete in 
certain circumstances, right to opt-out

► Penalties: $10,000 per violation

Hawaii — SB 418 themes

► Modeled after CCPA, but eliminates duplicative 
obligations

► Enforcement: upon approval

► Consumer rights: right to access, right to delete in 
certain circumstances, right to opt-out

► No penalties specified

► No private right of action

Massachusetts — SD 341 themes

► Modeled after CCPA, but eliminates duplicative 
obligations. Strict non-discrimination provision. 

► Enforcement: January 1, 2023

► Consumer rights: right to access, right to delete in 
certain circumstances, right to opt-out of third party 
disclosure. 

► Penalties: $2,500 per violation, $7,500 if intentional 
violation. 

► Provides individuals with a private right of action. 

Rhode Island — S0234 themes

► Modeled after CCPA, but does contemplate 
AG rulemaking or AG enforcement. 

► Enforcement: Upon approval 

► Consumer rights: right to access, right to 
delete in certain circumstances, right to opt-
out

► No penalties specified 

► Provides individuals with a private right of 
action. 

North Dakota — HB 1485 themes

► Prohibits disclosure of personal data 
without express written consent from data 
subjects

► Enforcement: Not specified 

► Consumer rights: right to access 

► Penalties: Initial remedy is cease and desist 
order; violation of order has penalty of 
$100,000 – $250,000 

► Provides individuals with a private right of 
action

Maryland — SB 0613 themes

► Modeled after CCPA

► Enforcement: January 1, 2021

► Consumer rights: right to access, right 
to delete in certain circumstances, 
right to opt-out. Access rights include 
names of third parties to whom data 
is being sold. 

► Penalties: $2,500 per violation, 
$7,500 if intentional violation. 

► No private right of action. 

New York — S00224 themes

► Requires disclosure regarding sharing of data to 
third parties and creates an access right. 

► Enforcement: Upon approval 

► Consumer rights: right to access (specific 
personal data held by an entity and names and 
third parties who have received the personal 
data)

► No penalties specified 

► The draft bill is similar to California’s Shine the 
Light Law, and requires transparency regarding 
the disclosure of personal data to third parties for 
marketing purposes. There are multiple privacy-
related bills that have been introduced in New 
York, including a draft bill that focuses on 
biometric privacy and another that would govern 
business’ collection and disclosure of personal 
data.



Global privacy updates
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Personal data laws comparison* – GDPR vs. China and Russia

► Decisions based solely on automated processing is not allowed if it affects the owner’s legal 
interests

o Differs from GDPR where it is the owner that has the right to reject all such automated 
processing, whereas in Russia, some versions of automated processing are prohibited 
directly

► Initial processing of personal data of a Russian citizen must be performed on Russian soil

o As such, there can be no case where there is more information on a Russian citizen outside 
of Russia than on the databases within country borders. This differs from GDPR as you 
cannot modify personal data of Russian citizens outside of Russia

o Data taken outside of Russia cannot be directly modified outside of its territory

• In the case of cross-border transfer of personal data to non-approved countries by the 
authority, paper consent is needed

► There are technical requirements on the systems used to host in Russia

► Different requirements depending on whether a company is classified as a Critical 
Information Infrastructure Operator (CIIO) or network operator

o CIIO need to perform an annual security self assessment and security audit and have an 
information security department

o CIIO criteria are mostly based on industry and sector 

► Systems containing personal data of Chinese citizens need to be localized

► For a network operator, cross-border transfer permission depends on safety self assessment 
and might be subject to additional authority assessment

o For CIIO, cross-border transfers always need to be reported

o Inform of scope, nature, purpose, location etc. of transfer and obtain owner consent

► Technical requirements on the systems used to host in China, e.g. 

o Third party security review for network products and services of CIIO which may affect 
state security 

o CIIO needs to have disaster backups and contingency plans for cybersecurity incidents

► Encryption of data at rest and in transit

► Consent for processing of personal data

► Minimize collection of data

► No explicit and exhaustive definition of personal data exits but generally it includes 
data that can identify a person

► Right to be forgotten

► New roles needed

o People responsible for managing cyber security protection obligations

o Data Protection Officer

Si
m

il
ar

it
ie

s 
to

 G
D

P
R

* This comparison is a high level overview of major implications from the regulations – not to be viewed as exhaustive. Comparison partly includes regulations and guidelines which currently are in draft status

China Russia
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Operationalizing these Data Privacy requirements is difficult
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Compliance requirements

► Locate user personal data

► Show how personal data is used

► Perform Data Subject Requests

► Notify personal data breaches

► And more…

Operations reality

► Manual, disjointed processes to locate 
data accurately

► Discovery can take weeks

► Data Subject Request fulfillment 
doesn’t scale 

User expectations

Patchwork of Legal 
Requirements

Labor intensive

Broken process
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Quick update on GDPR enforcement

https://ec.europa.eu/commission/sites/beta-political/files/infographic-gdpr_in_numbers_1.pdf

• News from the FTC July 12:  Facebook receiving 
$5B fine for allowing third party access to user 
data without consent.

https://ec.europa.eu/commission/sites/beta-political/files/infographic-gdpr_in_numbers_1.pdf
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Case studies
Notable GDPR fines

Google Marriott British Airways

Fine $57M – January 21, 2019 $123M – July 9, 2019 $230M (record) – July 8, 2019

Context Regulators determined Google was collecting 
personal data from users without providing an 
adequate level of transparency on how that 
data would be used to personalize 
advertisements on the platform. 

A Starwood guest database was compromised 
for 4 years, beginning prior to the Marriott 
acquisition, impacting 383M guests.  

Attackers skimmed information entered by 
380k customers over 2 weeks and sent it to the 
attackers while also sending the information to 
BA for normal processing.

Breached 
data

N/A – this fine was specific to a business 
process and use of data - not a data breach

Name, mailing address, phone number, email 
address, encrypted/unencrypted passport 
numbers, encrypted payment cards, Starwood 
Preferred Guest account information, date of 
birth, gender, arrival and departure 
information, reservation date and 
communication preferences

Names, email addresses, credit card 
information such as credit card numbers, expiry 
dates and the three-digit CVV code found on 
the back of credit cards.

Additional 
detail

CNIL (French Data Protection Authority) said 
that the fine was issued because Google failed 
to provide enough information to users about 
its data consent policies and didn’t give them 
enough control over how their information is 
used. Under GDPR, companies are required to 
gain the user’s “genuine consent” before 
collecting their information, which means 
making consent an explicitly opt-in process 
that’s easy for people to withdraw. 

Marriott disclosed the breach in November and 
provided updated information in January as the 
investigation completed. 

The Information Commissioner’s Office 
investigation found that “Marriott failed to 
undertake sufficient due diligence when it 
bought Starwood and should also have done 
more to secure its systems”

Attackers added 19 lines of code to a baggage 
information website that skimmed information 
to their own database while passing 
information to BA for normal processing.



Other notable regulatory challenges



Case study: Azure Information Protection for NERC-CIP
• Energy client was looking to get consultation and hands on assistance with the implementation of an enterprise document security strategy using Azure 

Information Protection (AIP) software from Microsoft. 

• Security of documentation continues to evolve in the modern world and is critical to the safe, reliable generation of energy for our customers. 

• Client was looking to implement AIP and develop security rules for enterprise documents that will validate compliance with these standards. 

CONFIDENTIAL  |  ©2019 CSA MN Chapter 24

Due to our alliance, 

Microsoft reviewed and 

validated EY’s approach

Improved business processes on sharing BES data which 

led to additional operational efficiencies

ApproachInnovation and value to client

NERC has not fully provided guidance on the cloud

but client had developed an innovative approach and 

laid the groundwork for protecting data 

in the cloud

AIP solution is implemented and available to other 

business units within the client – during the architecture 

review, the team called this project a ‘watershed moment’ 

Significant reporting is available to monitor governance

of BES data

Developed a collaborative approach with the 

client, Microsoft and EY to identify and scan BES 

CSI data repositories

Utilized change management resources to deliver 

user change deployment and end-user training

Protected 25 BES CSI repositories and over 

133,000 files

Microsoft reviewed and 

validated the approach

Developed an iterative agile approach including pilot 

testing, user experience sessions and a solution 

café



Case study for discussion:  ITAR and O365

• Global product engineering/manufacturing organization has 10% of 
its revenue from US government/DoD that fall under ITAR export 
restrictions for products that are produced

• About 50% of the employee base handles ITAR information

• Currently run on-premise Exchange and not cloud O365

• How can they get to O365 in the cloud?
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Key controls to manage compliance

CCM and CAIQ to the rescue!



Key controls to manage compliance

• Cloud security reference architecture

• Foundational controls

• Encryption

• DLP / CASB

• Configuration management

• Privacy/security-by-design

• Third party risk management
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EY cloud security reference architecture
IaaS View

Customizable model based on CSA’S TCI reference architecture, cloud controls matrix (CCM), regulatory 

(GLBA/PCI/HIPAA/GDPR/etc.), business context and leading practices in cloud security

Domains are divided into subdomains and capabilities

Cloud risk domains with repeatable and sustainable capabilities supported by design patterns, reference implementations and blueprints

Governance, risk and compliance

Policies, security 

baselines

Monitoring and 

reporting

Compliance 

and audit

Awareness 

and training

IT risk 

taxonomy

Supply 

chain risk

Enterprise resilience

Service continuity

Crisis management

BCP/DR

Connected device security

Mobile device management

Medical, IoT device protection

Application security

Data protection and privacy

Data governance

Data life cycle 

management

Data loss preventionPrivacy

Intellectual property 

protection

Cryptographic 

services

IaaS protection

Server

Application

Network

Secure 

configuration

Security operations

Security monitoring

Threat management

Incident response

Vulnerability mgmt.

Identity and access mgmt.

Identity 

management

Password 

management

Privileged access management

Authentication 

services

Authorization 

and roles

Application services

Secure SDLC

Secure coding
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EY cloud security reference architecture
PaaS View

Responsibility IaaS PaaS SaaS

Data classification & 
accountability

Client and end-
point protection

Identity & access 
management

Application level 
controls

Network controls

Host infrastructure

Governance, risk and compliance

Policies, security 

baselines

Monitoring 

and reporting

Compliance 

and audit

Awareness 

and training

IT risk 

taxonomy
Privacy

Connected device security

Mobile device management

Medical / IoT device protection

Application security

Application 

services

Secure

SDLC

Secure 

coding

Data protection

Data governance

Data loss 

prevention

IP protection

PaaS protection

Data security

API security

Security 

operations

Security 

monitoring

Incident 

response

Identity and access mgmt.

Identity 

management

Privileged access management

Authentication 

services

Authorization and roles

Secure 

configuration

PaaS view is based on the same model, but with less responsibilities for the consumer, based on shared responsibilities model.

IaaS Protection domain has been replaced with PaaS protection capabilities.
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Our cloud security reference architecture
SaaS View

Governance, risk and 

compliance

Compliance 

and audit

Awareness and 

training

IT risk 

taxonomy

Privacy

Data protection

Data governance

Data loss prevention

Security 

operations

Security 

monitoring

Incident 

response

Identity and access mgmt.

Identity management

Privileged access management

SaaS protection

Policy-based 

access control

Secure 

configuration

Responsibility IaaS PaaS SaaS

Data classification & 
accountability

Client and end-
point protection

Identity & access 
management

Application level 
controls

Network controls

Host infrastructure

SaaS view covers even less domains for the services consumer, based on shared responsibilities model.

Two critical areas of protection for SaaS are policy-based access control and deployment/tenant security configuration.



CSP selection and data locality

• Choosing a CSP for regulated data must include considerations for:
• Adherence to appropriate regulations (e.g., only US personnel managing data 

center for ITAR data / MSFT GCC-High subscription)

• Location of data where necessary to maintain compliance (e.g., Chinese 
citizen data stays in China)

• As a cloud consumer, you must understand what data you are capturing and the data 
flow throughout its lifecycle
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Data encryption market drivers

Organizations are increasingly utilizing and deploying data encryption capabilities to meet privacy regulations 
and compliance requirements, keep pace with best practices and protect their most sensitive information.
Several major trends in today’s market are shaping the use of data encryption, depicted below:

Rise of insider 
threats is leading to 
a wider adoption of 
encryption in 
private clouds

Compliance with 
regulatory 
requirements over 
the protection and 
privacy of data

Understanding, 
discovering and 
classifying which 
sensitive data to 
encrypt remains a 
challenge

Cloud computing 
needs outweigh 
risks associated 
with transferring 
sensitive data to 
the cloud

Not all encryption and key management meets regulatory requirements.  E.g., ITAR 

requires you to manage the encryption keys, not the CSP.

Source: Global Encryption Trends Study, Thales, April 2018.

43%
of organizations now have a 
consistent enterprise-wide 
encryption strategy

12%
of respondents’ IT security 
budget goes to encryption-
related activities

57% of respondents rate key 
management as very challenging

54% 
of respondents use encryption to 
protect information against 
specific threats

44%
of respondents cite encryption as 
the top tool for increased cloud 
usage
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How organizations are currently viewing data privacy and 
encryption

Insider threats

► Privileged users were identified to be the top threat actor globally

► 77% of survey respondents worry about poor user awareness and behavior exposing them to risk via a mobile device2

► The loss of such a device, and the potential for loss of information and an identity breach, are a concern for 50%

Willingness to change

► 68% of executives would not increase their information security spending even if a supplier was attacked — even though a 
supplier is a direct route for an attacker into the organization3

Obstacles of encryption

► 67% of companies say that discovering where sensitive data resides within the organization is the biggest barrier to a 
successful encryption strategy1

Most people may think that government-sponsored or organized cybercrime may be the biggest threat to sensitive data; 
however, employee mistakes are also a significant threat to sensitive data

1 Global Encryption Trends Study, Thales, April 2018.
2 Cybersecurity regained: preparing to face cyber attacks — 20th Global Information Security Survey 2017–18. 
3 “An integrated vision to manage cyber risk,” EYGM Limited, 2017. 



What about DLP and data protection options?

• DLP deployment model impacts use cases
• Network-based

• Email-based

• Endpoint-based

• Cloud API integration/compatibility

• SaaS-based DLP capabilities

• SaaS-based data protection (Azure Information Protection)

• CASB – don’t forget about this headline topic at the next CSA chapter 
meeting
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Configuration management

• Often undervalued

• Critical for IaaS, PaaS deployments

• DevOps teams need configuration management to reduce devolution 
over time
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Defining secure baseline management and secure configurations
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Cloud 

End-to-end data encryption, customization controls

Secure 
Baselines

Applications

Secure APIs, remote administration, access permissions, memory handling, certificate 
management, error handling

Operational Technology
►Ports and services
►Firmware features
►System settings
►Access controls

Infrastructure (Compute and Storage)

►OS features

►Authentication controls

►Access controls

►Audit/log settings

►Ports and services

Networking platform
►Network protocols
►Remote access
►Encryption
►Routing and access restrictions

Secure Baseline Management 

discipline establishes 

platform specific secure 

configuration standards for 

the converged enterprise and 

implements controls and 

tools to continually monitor 

compliance and reconcile 

deviations.

Secure configurations are 

security settings and 

parameters defined for 

Operating Systems as 

provided by the vendor, 

accessible protocols for 

communications, available 

controls for authentication, 

authorization and access to 

resources.



Configuration management framework
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2. Design 3. Apply 4. Monitor

►Evaluate designed baselines 
to verify interoperability

►Process risk based exceptions 
as required

►Standardize environment by 
implementing designed 
baselines 

►Implement tools and custom 
controls to monitor deviations 
from approved baselines

►Build rules and set 
notifications to alert changes 
to critical system resources 
and files

►Platform baselines

Using standardized industry 
benchmarks: USGCB, DISA STIG, 
CIS, NIST National Checklist 
Program 

►Change monitoring use 
cases

6. Report
Operational metrics, compliance targets and status

5. Respond

Reconcile Recover Remediate

1. Govern
Define process governance, oversight committees, stakeholder operating model, work flows, operational 

framework and procedures 

Identify 
unauthorized 
changes and 
investigate cause

Rollback system to 
last known 
compliant state to 
contain risk

Prioritize and apply 
treatment to 
achieve compliance

Record

Adjust baseline to 
reflect approved 
changes and ensue 
monitoring
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Journey to a successful config mgmt program implementation

Organizations rely on 
high-level enterprise 
security policies to 
mandate secure 
baseline 
implementations but 
lacking process and 
procedural guidance

Baselines are defined for 
enterprise technologies.

Roll out of enterprise-wide 
discipline and governance to 
manage secure baselines

Interlock of secure baseline 
and coding to define 
guidance and practices and 
stage gates to verify 
compliance

Risk based 
prioritization of 

remediation

Integration with 
vulnerability 
management

Enterprise-wide deployment 
of tools to monitor 
compliance against defined 
secure baselines 

Operationalization of an integrated risk 
calculator for prioritizing network based 
scanners and misconfigurations

Established secure 
baseline 

governance
Defined baselines 

for enterprise 
technologies

Secure baseline 
monitoring 
technology 

implementation

Change 
monitoring

Automated 
approved 

change 
reconciliation

Monitoring changes to baselines 
including file integrity monitoring, 
software, agent and services 
monitoring. Automating 
identification of unauthorized 
changes

Secure coding 
integration

Critical 
response using 
virtual patching

Ability to respond to 
incidents by rapid 
configuration 
adjustments to contain 
risk 

Defined 
enterprise

security
policies

1

2

4

3

5

6

Sustainability

7



Privacy/security-by-design
• Software and products should have a defined lifecycle for Minimum Viable 

Offering / New Product Introduction and ongoing updates/maintenance
• Regulatory, privacy and security requirements should be integrated into the lifecycle

• DevOps teams should have significant automation in their development toolchain 
to integrate privacy and security testing throughout the lifecycle
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Concept Feasibility Requirements Design Build Integrate Test Distribute Operate Maintain End-of-life

Governance

Training and Metrics

S
e

c
u

re
 P

ro
d

u
c

t 

D
e

v
e

lo
p

m
e

n
t 

L
if

e
c
y
c

le

Security Gates with Signoff

Product security 
risk assessment, 
threat modeling

Regulatory/ security/ 
privacy requirements 
integration

Secure architecture 
risk assessment

Secure third party 
component integration

Integrated source 
code scanning

Testing 
configuration 
management

Attack and 
penetration 
testing

Dynamic vulnerability 
discovery (e.g., fuzzing)

Security 
monitoring and 
incident response

Patch management

Ongoing security 
testing

End-of-life 
management



Evolving regulatory landscape
Focused on data and cybersecurity
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FDIC, OCC and FRB ANPR

► Objective: Have effective capabilities in place to identify, 

manage and reduce cyber risks associated with external 

dependencies and interconnection risks associated with all 

organizations serving regulated entities

NY DFS Cybersecurity Regulation 23 NYCRR 

Part 500.11

► Objective: Implement written policy and procedures 

designed to provide security of information systems and 

nonpublic information accessible, or held by, third parties 

in doing business with the entity

Enhanced cybersecurity and privacy regulation 

Focuses on 

systematic 

risk

Sets standards

for covered 

entities

Requires 

enterprise 3LOD 

cyber approach

EU GDPR

► Objective: Heighten the accountability of entities collecting, 

storing, analyzing and managing personally identifiable 

information (PII) of EU residents, including data stored/ 

accessed by third parties; in other words, entities need to 

know where EU residents’ date resides, protect it and be 

able to delete it upon request

Region – EU

Focus on third-party risk broadens both inside and outside of financial services to include all firms providing goods and services directly to your organization and 

their fourth, fifth, sixth, …Nth parties, with potential applicability of financial services regulations to all organizations serving regulated entities under the ANPR. 

1. Identification and risk 

assessment of third 

parties with access 

to nonpublic 

information

2. Minimum cybersecurity 

practices must be met 

by third parties, 

including 

contract

provisions.

3. Due 

diligence 

processes used to 

evaluate the adequacy of 

cybersecurity practices by third 

parties

4. Periodic 

assessment, 

of third parties 

and the adequacy 

of their cybersecurity practices

2

3
4

1

Cyber 

Security 

Regulation 

23 NYCRR 

Part 

500.11



CSA guidance

• Current CCM version is 3.0.1-08032019 (from 2 weeks ago)

• CSA GDPR Center of Excellence
• GDPR Code of Conduct – 138 pages

• CSA CAIQ

• Trusted Cloud Initiative – Reference architecture
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Management of critical third parties 
Defining and monitoring a critical third party
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Key activities

Due diligence

► Financial viability

► Negative news/sanctions

► Regulatory compliance considerations

► Contingency/resiliency considerations

Pre-contract assessment

► Information security

► Business continuity/resiliency

► Compliance

► Operational risk

Contractings

► Contract terms/SLA definition

► Exit strategy

Ongoing monitoring

► Contract management

► Relationship management

► Service level agreement (SLA) 

/performance management

► Issue management and treatment

Inherent risk assessment

Annual risk assessment

Potential impact to critical business process1 81% | 80%

Sensitivity of data involved in providing the service2 63% | 74%

Inherent risk of the service provided3 54% | 63%

Strategic importance4 28% | 28%

Delivery of customer-facing services5 26% | 20%

Most important criteria in defining a critical third party: 2018 | 2016

Other important criteria in defining a critical third party:

Financial impact (24% | 11% ) Amount of spend ( 6% | 7%)6 8

Operational footprint ( 9% | 9% ) Other ( 4% | 9%)7 9

Defining the appropriate drivers to identify a critical third party is essential to effectively assess and monitor that third party. 
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Question and Answer?
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10 minute break…



Decoding permissions of AWS, Azure 
and GCP

What a mess....

Sandy Bird CTO Sonrai Security

sandy.bird@sonraisecurity.com



Sandy Bird
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● Co-founder and CTO of Sonrai Security
● IBM Fellow and CTO of IBM Security
● Co-founder and CTO of Q1 Labs
● Member of the board of advisors for the Canadian Institute 

for Cyber Security



• Identity is the key to securing AWS, Azure and GCP

• Identity and Access models of 3 clouds

• How to figure out who has access to what

• The world isn’t perfect, so what went wrong
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Agenda



By 2025, 80% of enterprises 
will have shut down their 
traditional data center

David Cappuccio, Gartner, The Data Center 

is Dead, and Digital Infrastructures 

Emerge,, 13 April 2018

3rd Party

Significant Cultural & 

Technology Shift

Cultural Shift To Pervasive 

Agile Software Process

Disruptive Shift To 100% 

Cloud Delivered Services



“Identity & Data Access Is The New Perimeter”

Sensitive Business Application

● Emerging “Zero Trust” network principles 

(e.g., Google BeyondCorp)

● Cloud requires control of  many things 

including identities, compute, serverless, 

etc.

● Strong cloud identity & data access models 

replacing network “defense in depth” 

principles



The Identity Perimeter: Identity and data relationships are complex



Cloud Data Security Model Must…

3rd Party

Company Developers, 

Customers, & Applications
Exploding Cloud Data & 

Service Offerings

Deliver a Controls Based Approach That Ensures:

• Proper Trust Relationships Between Data Consumers and the Data They Consume
• Proper cloud configuration to ensure data is properly protected
• An ability to build security controls into existing & emerging cloud applications
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Just to illustrate the complexity – AWS Example

https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-
logic.html?icmpid=docs_iam_console#policy-eval-basics

https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html?icmpid=docs_iam_console#policy-eval-basics


Account organization a little different in every cloud…

Subscription
s.type: 

AzureSubscription

Service

Azure

Resource

Account
s.type: 

AWSAccount

Service

AWS

Resource/IAM 
User/Roles etc…

Folder
s.type: 

GCPFolder

Project
s.type:

GCPProject

Service

GCP

Resource/User/etc.

Organization
s.type:

GCPOrganization

OrganizationalUnit
s.type: 
AWSRoot

MasterAccount
s.type:

AWSAccount

ManagementGroup
s.type: 

AzureManagementGroup

Tenant
s.type:

AzureTenant

OrganizationalRoot
s.type: 

GCPOrganizationalRoot

OrganizationalUnit
s.type: 

AWSOrganizationalUnit

AD Users

Users – Just invite the 
world…



Modeling trust relationships 
continuously is critical for 
assessing risk

How to protect against high 

risk cloud “delegated authority”

DevOps Member

VirtMachine*

Identity to Data



Resource Policies: What happens with independent groups work at agile at scale.

AWS

Policy

GCP

Role

Binding

Permission

Azure

Member

Policy

Permission

Resource

PolicyVersion

PolicyStatement
Identitiy/

ACL/Condition

Resource

Resource

RBAC Classic Administers



“Over-privilege, insidious and 
difficult to discern, must be 
monitored daily”

How to manage over-privilege 

throughout DevOps process

DevOps Member Crown Jewels

Dev

Test

Production
S3*

S3*
S3*

Shifting Permissions…
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Single Person, many personas, many paths

• Different permission in different workloads and development states
• Separation of duties force restrictions in production
• Privilege escalation should be must be audited
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What went wrong….



ReadOnlyAccess is over permissioned when it comes to sensitive data

59

https://www.justice.gov/usao-wdwa/press-release/file/1188626/download

Vulnerabilities are a fact of life, understanding identity blast radius…

https://www.justice.gov/usao-wdwa/press-release/file/1188626/download


Cross account in AWS creates multiple paths for access…

60

Azure is not immune…



Quick summary

• Identity controls provides several layers of defense in depth needed in 
public cloud.  Network is really only one layer now.

• Every cloud is different, but all include strong identity controls

• No excuse for datastores and indexes which  must be authenticated

• ReadOnlyAccess/Reader/etc… can be high risk permissions and roles 
when it comes to data exfiltration

• Audit isn’t on by default…

61
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Question and Answer?
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Heads Up! CASB (Cloud Access Security Brokers) 
Panel – September 26th!

Key Objectives

 3M CISO Organization will provide business perspective, 
impacts, benefits and use case from their implementation.

 Gartner will discuss CASB and provides Magic Quadrant 
perspectives, critical success factors and key pitfalls.

 Panelists from key CASB providers at Fortinet, McAfee, 
Microsoft, NetSkope and Symantec will answer your 
questions, providing insights and perspectives into their 
offerings, and where their products fit to meet your 
specific business problem and need.

Register at:  www.csamn.com

http://www.csamn.com/
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Thank You for Participating in Today’s Event!

Thank you to our Speakers!

Thank you to our Sponsors!

Please join us at Atlas Grill for social hour immediately following today’s event.  
Located on first floor of this building.

Thank you to our Host!


